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ABSTRACT 
Cloud computing is based on three principles which are distributed systems, 
grid computing and utility computing.  It provides high performance infrastructure 
according usage of Virtualization to offer capabilities such as on demand self-
service, pay per use, highly scalable, rapid elasticity and huge amount of resource 
pools through the Internet. Everything in cloud environment is used as a service. The 
cloud technology transformed the desktop computing into service based computing 
by getting advantages of using data centers and server cluster technology. Even with 
all advantages which could bring for both Cloud Providers and Cloud consumers still 
security is one of the most significant concerns in this environment such as 
Confidentiality, Integrity, Availability, Authenticity, and privacy. A lack of security 
in Infrastructure as a Service (IaaS) as a fundamental delivery layer in cloud 
computing has an effective impact on the others delivery layers which are built on 
top of this layer. One of the most serious threats against the availability of cloud 
resources comes from Distributed Denial-of Service (DDoS) attack. This kind of 
attack is a large scalable and organized attack against availability of services and 
resources of the victim. This attack is launched by getting usage of sending 
tremendously large volumes of request to the target through the huge number of 
distributed compromised systems. The purpose of this study is to propose a new 
model for preventing disruption of available resources in terms of attack period. 
Based on previous research there is not a proper model that completely defense 
against DDoS attack, so the aim of this model is proposed to enhance the availability 
of cloud resources. 
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ABSTRAK 
Pengkomputeran awan adalah berdasarkan kepada tiga prinsip yang 
diedarkan sistem, pengkomputeran grid dan pengkomputeran utiliti.Ia menyediakan 
infrastruktur sangat Prestasi penggunaan mengikut virtualisasi untuk menawarkan 
keupayaan seperti atas permintaan layan diri, membayar setiap penggunaan, yang 
sangat berskala, keanjalan pesat dan sejumlah besar kolam sumber melalui Internet. 
Segala-galanya dalam persekitaran awan digunakan sebagai satu perkhidmatan. 
Teknologi awan mengubah pengkomputeran desktop ke dalam pengkomputeran 
perkhidmatan berasaskan dengan mendapat kelebihan menggunakan pusat data dan 
pelayan kelompok teknologi. Walaupun dengan semua kelebihan yang membawa 
awan bagi kedua-dua Pembekal Awan dan pengguna Awan masih keselamatan 
adalah salah satu kebimbangan yang paling penting dalam persekitaran ini seperti 
Kerahsiaan, Integriti, Ketersediaan, Tha, privasi dan. Satu kekurangan keselamatan 
dalam Infrastruktur sebagai Perkhidmatan (IaaS) sebagai lapisan penghantaran asas 
dalam perkomputeran awan mempunyai impak yang berkesan pada lapisan lain 
penyampaian yang dibina di atas lapisan ini. Salah satu ancaman paling serius 
terhadap ketersediaan sumber awan datang dari Distributed Penafian Perkhidmatan 
(DDoS) serangan. Ini jenis serangan adalah serangan besar berskala dan teratur 
terhadap ketersediaan perkhidmatan dan sumber mangsa. Serangan ini dilancarkan 
dengan mendapatkan penggunaan menghantar pesat besar jumlah permintaan untuk 
sasaran melalui sebilangan besar sistem dikompromi diedarkan.Tujuan kajian ini 
adalah untuk mencadangkan model baru untuk mencegah gangguan sumber yang ada 
dari segi tempoh serangan. Berdasarkan penyelidikan sebelumnya tidak ada model 
yang betul yang benar-benar pertahanan terhadap serangan DDoS, jadi matlamat 
model ini dicadangkan untuk meningkatkan ketersediaan sumber awan.  
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CHAPTER 1 
1. INTRODUCTION 
1.1 Overview 
Cloud computing was a very old dreaming of computing as a service which 
would be used for transforming a  huge portion of the IT industry, and also updated 
the usage of software pretty attractive as a service. It even created a great change in 
design and purchases of hardware and virtual technology in IT world (Armbrust et 
al., 2010). 
In recent years, this technology is basically used as a platform for sharing 
resources such as software, application, Infrastructure resources, and even for 
business processes (Zhang and Zhou, 2009). 
Technology of cloud computing is based on using the internet and remote 
servers for preserving data and applications. Being able to use the application 
without any installation on personal systems by just accessing to internet is an 
interested part in cloud computing. High progress and integration of computer 
technology like a high speed microprocessor, massive memory, trustworthy system 
architecture and fast networks are the basic foundation of the existence of cloud 
computing (Jain et al., 2011). 
The grid computing, distributed computing and parallel computing in Service 
Oriented Architecture (SOA) are as application operation in cloud computing. This 
technology could be accessible everywhere just by using any digital devices such as 
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laptops, smart phones, cell phones which are capable of connecting to the internet 
and cloud base services such as social networking, webmail and video viewing. It 
also allows more well-organized by following centralized storage, memory, process-
sing and bandwidth (Bakshi and Yogesh, 2010). 
 The system layer (is a virtual machine concept of a server), the platform 
layer (a Virtualization operating system of a server), and application layer (which 
include web applications) are three fundamental layers in cloud computing. Three 
services model which is involved in cloud computing are named as Platform as a 
Service (PaaS), Infrastructure as a Service (IaaS), and Software as a Service (SaaS) 
(Roschke et al., 2009). 
SaaS gave ability for users to work with their software far from any anxiety 
of installing and running their applications on their own systems. In addition, it gives 
opportunity to vendors for only using their cloud Infrastructure and platforms, which 
provide software applications for their customers. In fact, in SaaS it is the duty of 
providers to control and maintains software applications, operating systems, and 
computer hardware. So, users have only a limited access to application configuration 
such as using Email (Roschke et al., 2009).  
The PaaS layer provides a platform for users that their application can be run 
like Java platform. Actually, PaaS makes customer able to utilize of the provider's 
cloud infrastructure for deploying their web applications and other software by using 
supported vender's programming languages. The only controls and maintains that 
customers have been on their software applications and the other parts such as 
operating systems, physical computer hardware and even server applications is in the 
hands of providers (Roschke et al., 2009).  
In fact, IaaS provides a large Infrastructure, managing networks and 
maintaining user's information in a protected way. In IaaS, providers by using 
virtualization software share their hardware among multiple customers, which refer 
as "multiple tenants". The customers are able to run their choices of operating 
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systems and software applications. However, it is still the duty of providers to control 
and maintains the physical computer hardware (Roschke et al., 2009). 
 In cloud computing one of the critical parts is virtualization which plays a 
significant role in constructing efficient and flexible usage of hardware devices. 
Actually, an abstraction of computer resources named as Virtualization. In recent 
years, Virtualization is used in majority level such as networks, and system storage, 
CPU, memory, application stack and databases which are also useful for improving 
security of systems, availability, reliability, and especially in terms of reducing costs 
and present a superior flexible system (Xing and Zhan, 2012). 
By simulating the hardware, virtualization gave permission to multiple virtual 
machines to run different operating system and application on single computers 
which achieve multi tenancy and high scalability (Sabahi, 2011). 
There are some phrases and layers which are pretty useful in virtual 
environments such as Virtual Machine (VM) that refers to a software computer, 
which exactly shows as a physical computer, for running an operating system and the 
other applications. Virtual machines have permission for sharing the resources of 
host machine but in a way which can be able to provide isolation between the virtual 
machines and the host (Sabahi, 2011). 
An operating system which is run on the VM is named as a guest operating 
system. To be able to control and monitors the others Virtual machines which are 
running on the virtual network there is a layer called VM monitor or manager (Dong 
et al., 2010). 
The relation between cloud computing and virtualization technology is pretty 
crucial. In the virtual world when a client utilizes a system, actually dealing directly 
with a view which is present in the operating system with an abstraction of all the 
available physical elements (Dong et al., 2010). 
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The clients have the ability to achieve all their necessary information from 
that logical view without any trouble in accessing of data. With Inspiration of this 
logical view description of what virtualization technology tries to do is more 
understandable which is building a few different logical views from a physical 
machine which would be used by several users at the same time. Actually, 
virtualization technology by engaging the structure of an isomorphism tries to map a 
virtual guest system to a real host. It connects two guest state and host state together 
(Dong et al., 2010). 
In a virtual environment, when clients work with a specific resources via a 
virtual view, it does not matter that the view is a sketch of physical resources or even 
just a diagram of a logic set of resources. The user is just interacted with the logic 
view which prepared by Virtual Machine Monitor (VMM), a layer of virtualization 
technology. 
Although using virtualization brings more benefits in cloud computing 
technology, there are critical security issues which should be concerned in cloud 
computing such as Denial-of Service (DoS) and Distributed Denial-of Service 
(DDoS) attack which can demolish the availability of cloud networks by attacking to 
virtual servers and resources. 
The biggest purpose of an attack such as Denial-of-service (DoS attack) and 
also Distributed Denial-of Service is to make network resources such as servers, and 
storage inaccessible for all intended clients. In the majority of cases of DoS attacks, 
the attacker usually targets sites or services, which are on high-profile web servers 
such as banks, credit card payment gateways and even in some cases Domain Name 
Servers (DNS Servers) but it is not just restricted to this field. It even used to attack 
on CPU, Storages, and the other resources on Networks (Cha and Kim, 2011). 
One of most jeopardy threat for service availability of cloud computing is 
Distributed Denial-of Service. DDoS attacks actually are same as DoS attacks but in 
a way which a massive amount of hosts in network executes Dos attacks via a 
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synchronized behavior to one or more targets. These kind of attacks enormously 
increased based on bandwidth and technique (Muhai and Ming, 2010). 
In cloud, environment DDoS attacks harshly decreased the performance of 
cloud services. One of the usage of DDoS attacks for the attacker is that make them 
able to freely control information through the networks and even by creating specific 
information on specific time decided that which information can be accessible for 
clients and which one not. Base on ability which gave to intruder DDoS attacks are 
the number one security threats in all kinds of network and especially in cloud 
networks in a distributed environment which make it so attractive for attackers to 
compromise it (Gul and Hussain). Figure 1.1 illustrated an attacker which by getting 
access control to other systems creates a zombie network against a victim system. 
 
 
Figure 1.1: Architecture of a DDoS attack (Mirkovic and Reiher, 2004)  
1.2 Background of Problem 
Internet- based computing makes cloud computing abilities to share services, 
interfaces, and data which enable vendors to hire their space on their physical 
machines (Armbrust et al., 2010). 
Services and other interfaces shared based on customer demand. Pursuant to 
study based on e-crime in 2000, by the E-crime Congress in partnership with KPMG, 
6 
 
 
the rate of Crime increased especially on online customer, which used cloud 
computing for their business. So security of cloud is a big concerned in cloud 
computing (Armbrust et al., 2010). 
In fact, with new technology always there are people who want to 
compromise the systems and even whole network. One of crucial attack that can 
bring down the entire of network in cloud named Distributed denial-of service 
(DDoS) which means many of systems attacks to one system in at the same time by 
sending exhausted request to target system. An example of such attacks is on the 
BitBuket.com cloud which according to a report went down for 20 h (Chonka et al., 
2010). 
1.2.1 DDoS Attacks in Cloud Computing 
VeriSign Commissioned Forrester Consulting did a survey on the manner of 
Distributed denial-of Service (DDoS) attacks in March 2009. In this study which was 
involved around 400 cases in the US and Europe was planned for preparing a 
quantitative data base on DDoS threats and methods which companies chosen to 
defense against these attacks (Cha and Kim, 2011).  
Approximately 124-survey respondent’s confession that their organizations 
had an experiment of DDoS attacks one or more which cause damage to their 
services. The time duration to bring back their information was different in every 
organization that related to policy and strategy of that particular company against 
such attack. For example around 64 organizations reported that it took between 1 and 
5 hours for restoring their systems, whereas 41 organizations reported that time to be 
able to recover their services was between 5 to 8 hours (Cha and Kim, 2011). 
As it shows in Figure 1.2 there are different recovering time for companies to 
repair themselves of the impact of DDoS attack. 
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Figure 1.2: The time duration for recovering information in different organization 
(Cha and Kim, 2011) 
 
There are various kinds of DDoS attack tools such as Agobot (F-Secure, 
2003; Sophos, 2009), MStream (Dittrich, 2000), and Trinoo (Dittrich, 1999) that still 
used by attacker today. But using the less complex web based attack tools such as 
Extensible Markup Language (XML) based Denial of Service or even Hypertext 
Transfer Protocol (HTTP) based Denial-of Service attack which have simple 
implementation and so difficult to detect and also because lake of the existing 
defense method against them are more prevalent among attackers (Chonka et al., 
2010).  
An XML-based DDoS attack happened when a lot of XML message is sent to 
a web server or web service which their content poisoned with malicious codes 
aiming to achieve control of their resources. Such attack concentrate on disrupting 
availability of servers or services from legitimate user who go for accessing and 
using of that resource (Chonka et al., 2010). 
Figure 1.3 illustrated a DDoS attack in a cloud where intruder has full control 
over both networks and starts with sending massive numbers of XML-based message 
to a web server on another cloud network.    
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Figure 1.3: A DDoS attacks against cloud computing (Chonka et al., 2010) 
1.3 Problem statement 
Cloud computing is based on essential portion as named virtualization which 
still has security vulnerabilities in the cloud networks have not adequately been 
studied. Even though, there are so many researches on cloud security just a few of 
them related to virtualization security issues such as DDoS attack which is one of 
most serious threat to the distributed environment. Physical resources can be shared 
by using virtualization such as CPU, memory disk, and network bandwidth. DDoS 
attack could be more successful where infrastructure shared among large numbers of 
Virtual machine (VM) clients. The unwanted DDoS attack occurred in terms of weak 
security in cloud technology and especially the level of Virtualization security in the 
aim of disrupting the availability of cloud resources (Sabahi, 2011).  
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Figure 1.4 shows the architecture of DDoS attack to a special target that it can 
be a pool of servers which provide services for cloud users. 
 
 
Figure 1.4: DDoS attack against cloud servers (Mirkovic and Reiher, 2004) 
1.4  Project Objectives 
i. To investigate previous existences defense methods against DDoS 
attack  
ii. To propose a model for cloud computing to defend against DDoS 
attack. 
iii. To test the proposed model which can improve the security of virtual 
system in cloud computing against DDoS attacks. 
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1.5 Research Questions 
The main questions this research motivates to answer are as follows: 
i. What are the approaches to defend against DDoS attack in cloud 
computing? 
ii. How to develop a new model to enhance the security of cloud 
computing against DDoS attacks? 
iii. How to test and evaluate the proposed model against DDoS attacks? 
1.6 Project Aim 
The aim of this project is to propose a model to enhance the security specially 
availability of cloud resources against DDoS attack. The proposed model will then be 
tested against the attack by simulation application.  
1.7  Project scope 
This project focus on security issues in cloud computing which using 
virtualization technology to defend against a special threat named Distributed 
Denial-of Service (DDoS) attack that occurred in one of service layers of cloud 
computing which is Infrastructure as a Service (IaaS). The public cloud is an area of 
research for this project. So the other types of cloud computing are not discussed in 
this scope.  
This project is based on attacking distributed virtual machines against 
available resources of target victim. So the focus of this project is on the availability 
of resources through the cloud network.  
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This proposed model concentrates to prevent of occurrence of DDoS attack 
for disturbing cloud resources. So the detection phase of this attack is not in the area 
of this study.  This proposed model is going to prevent disruption of cloud resources 
during the attack period. Also VMware will be used as a crucial technology in this 
area.  
1.8 Summary 
Security is a significant portion in a cloud environment. To make cloud 
perfectly secure lots of things must be done specially based on virtualized network 
which are used in this kind of area. Although virtualization brings numerous 
advantages to cloud computing, there are many security concerns which must be 
carefully investigated and find the best solution for them. One of most important 
threat to cloud is DDoS which can effect on availability of cloud and its services. 
In this chapter we went through several classified groups which were as 
problem statement, project objectives, project scope, background of the problem, and 
project aim. 
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